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Abstract— This research examines issue on physical security
that can be solved through cyber security. Having Cakti
Economic Theory (CET) as theory and at the same time software
of governing management system, this research evaluates the
possibility of how CET possibly maintains physical safety
through its software. As a form of new theory exploring
philosophical use of a software, this research challenges the
conceptual building of CET which arrives to the conclusion that
physical security can be maintained through CET software.
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I. INTRODUCTION

Raising question on how cyber security meets physical
security is fascinating yet challenging. Forbes website released
an article in 01/13/2017 signalling terrifying moment on
physical attack which is trigerred by cybercrime. From how
Ukraine experienced firsthand the result of cyber-induced
blackouts to the creation of US cyber security forces aiming on
protecting the lives of targetted influential people, cyber
security danger is getting more physical [1]-[4]. The
cybercrime goes beyond hacking datas, but attack physically,
for warfare has been in a new order besides of air, water, and
land [5]-[8]. Responding to this ever changing form of
security, instead of (just) concerning at the safety of influential
people, this research focuses on the safety of ordinary people as
reflected to Cakti Economic Theory security pillar operating
safety software for protecting the lives of people.

As a set of governing management idea, CET raises
humanity issues to be solved in the five pillars which one of
them is security. Theoretically, taking into consideration
numbers of violence, corruption and terrorism, CET believes
that the key of physical security can be solved cyberly [9, p.
16]. Hence, CET is form of software generating ordinary
people to be the source of data by reporting crime or accident,
they saw firsthand to the CET software, received by assessors
then the output is physical action from police officers. Seeing
closely what happens in developing country, it is indeed that
the police officers have hotline available to receive emergency
call 24 hours, but most people do not currently use manual call
[10], [11]. It is then to consider that, by the changing of media
choice, media should be functioned to generate the safety of
people.

What is contested so far in most of researches are in the
realm of how cybercrime attack important governmental or
private sectors cloud data and cyber financial institution. But
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plenty about how cybercrime can actually trace people because
‘nowhere to hide’ [12] and new invention about how ordinary
people can function technology to save the lives of others.
Literature review in the research will expose, evaluate,
compare and contrast what are rarely yet important
investigation about the function of technology on how it should
generate physical security. While, CET detail explanation and
mechanism is discussed directly after introduction. The rest of
this research exposes CET as a hew software invention on how
it is projected to maintain cyber security for physical security
and come to conclusion in the cyber world, can we click for
physical security?

Il.  CAKTIECONOMIC THEORY (CET) AND
RESEARCH METHOD

Scrutinizing CET in which it employs five gigantic pillars
on humanity values, economic acceleration, education,
security, and reward and punishment is somehow challenging
to decipher. Moreover, this theory is barely used and criticized
as the new branch of economic theory combining humanity and
economic perspectives. This theory is founded in 2016, in fact
it gains little of academic intention due to its less popularity.
This research hereby takes one security pillar in CET in which
the method will reflect to how it is work theoretically. As a
software and at the same time as a theory, CET believes that
the use of advanced technology is expected to maintain greater
safety.

Since this research discusses how CET works and
elaborates its contributions on maintaining better safety. Thus,
this research uses descriptive analysis refering to how CET as a
new theory. The steps of discussion is firstly talking about its
philosophical foundation in CET in viewing about security,
secondly about its mechanism on how the software manages
the action for maintaining security, and the last is how the
software is expected to contribute in the study and practice of
security management.

The mechanism of how the software maintain security is
the first thing to be known in CET is the mechanism of every
pillar is operated in the same design, one user reports, user
number two assesses and user number three is called to action
and give notification of either giving reward or punishment [9,
p. 17]. Focusing on security pillar in its mechanism, the
individual user report is assessed then the user is notified. This
software is designed in the simple operation because the user is
ordinary people and projected to people in need [9, p. 18]. The
individual user here can be the person experiencing crime who
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is able to click report during the attack or other people who
recognize the crime [9].

CET’s design is formed from the relation between bottom
to up and up to bottom. Reflecting the government structure of
Indonesia, CET is developed for prioritizing the very low level
of government system to be more active and considered [9].
The individual report here refers to the citizen level where they
become the central concern of economic growth and welfare.
Sub-levels of servers are designed to monitor its district and
people [9]. The figure 1 below present CET server flow and
mechanism on how data is transferred;
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Fig. 1. CET’s Model and Mechanism [9]

The orange boxes are CET pillars which each box R and P
or Reward and Punishment is included within the boxes.
Reward and Punishment are the system respond after the
report. Person who has reported the crime will be rewarded.
Green boxes are the regulation on how the report is delivered,
received and responded. While the blue lines links the overall
stakeholders and the system as well [9]. The description of
surplus and minus are referring to collaboration on the
economic sharing between the surplus village with the minus
village. The delivering system of report in the security pillar is
sending the data in each the police office placed in the district.

Theoretically, CET is developed under humanity
foundation aiming on the economic betterment. Under this
foundation, security pillar is maintained because CET believes
that the security of nation influences the economic condition of

a country [9]. Mirroring to Bastiat’s ‘The Broken Window
Fallacy’ discoursing the big loss of national funding caused by
natural disasters by analogizing bakery shop’s broken window
[13], [14] CET believes that by having good security
management the nation does not have to suffer big loss [9]. Not
limited to what is explained by Bastiat (2001), CET is ignited
by the believe that technology could be a media and bridge to
better economic condition [15]-[19]. The five pillars, as CET
believes are the components that a country should pay attention
to.

This research takes security pillar because security is
essential [2], [3], [11], [20], [21]. The researcher believes that
if security is not yet fulfilled the society will experience fear
which leads to hatred and hatred leads to violence [8], [22]-
[25]. Security in modern world has to also adapt with the
creation of artificial intelligence to give what beyond modern
protection [3], [23], [26]. This research brings new theoretical
approach for physical security maintained by cyber security
which is elaborated in discussion.

I1l. RELATED LITERATURES

Modern security, the study of its form and management has
been issued in many researches. Most of these researches come
to the same conclusion which aim to the new consideration of
modern security that should not be neglected, then it examines
mostly in the security of data cloud computing, risk
management and cyber attack on how to solve it [1], [25],
[27]-[30]. The closest research on physical security and the
idea that preparation in security management is crucially
needed is Blake D. (2017) on Get prepared: Discourse for the
privileged?, Lemay A., Calvet J., Menet F., Fernandez J.M.
(2017) on Survey of Publicly Available Reports on Advanced
Persistent Threat Actors and Shamala P., Ahmad R., Zolait A.,
Sedek M., (2017) Integrating Information Quality Dimensions
into Information Security Risk Management (ISRM).

The importance of preparation on how it is expected to be
for most civilian not just the privileged [31] believes citizen
should get the access to security as much as the privileged do.
The belief that the basis of structural violence is caused by
insecurity, this research exposes the current ignored
preparation mainly in New Zealand. This research concerns in
the most vulnerable groups who actually experience the
damage even worse. Providing the folks sufficient information
and educate the children about risk and preparation become the
major topic of discussion in this journal. Reflecting to CET, the
websites of such have been everywhere and people can learn it
in Youtube as well. This research believes with the idea that
security must also privileged the most vulnerable group, but the
CET website is a media for people to report any accident,
bribery, thief, illegal drug and etc.

The act of espionage and spying in attempts to gather
information of particular leader, person and group [32] become
the concern of the second related studies. This research
concerns on the protection of particular data related to people
as in FireEye blog named ‘The EPS Awakens’ and also
identifying tools that are commonly used to in cyber crime.
Research with the same view Integrating Information Quality
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Dimensions into Information Security Risk Management
(ISRM) also manages information received that stores just the
important one [1]. ISRM methods of collecting important
information and assessment model are through the website
system while CET uses assessor user. Thus, the above gaps and
similarities are defined in this research as general outlook on
how CET works in maintaining security.

IV. DISCUSSION

Physical or personal security has been highly concerned in
developing countries because it is targeted to be having
traditional easy-hacking or wvulnerable physical safety
management [33]. It is also reported that besides of financial
insecurity happening in 2017, personal security is placed in the
second place after financial security [33], [34], hence it is a
must to set priority to physical security. The national concern
of economic development is generated from how much human
is developed, freedom from fear makes it obvious on how it
impacts to human development. Thus, providing security is
essential [35]. The figure 2 below shows that developing
countries, especially Philipine reaches the highest insecurity;
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Fig. 2. World Security Index [33]

Not limited to Philipine, Myanmar, and many of
Middle East countries experience the hardship of having
freedom of fear. Thus, it is important to examine what goes
wrong in their security management. Aiming at gaining ideal
democracy based on the identity of Philipine, thi developing
country has experienced Al-Qaeda attack planned in Mindano,
endless insurgency since 1970s, The Moro Islamic Liberation
Front, Moro National Liberation Front, The Abu Sayyaf
Group, world longest communist insurgency Communist Party
of The Philipines, New People’s Army since 1973, till external
threat on maritime cases [36]. The national policy of Philipines
urges the importance of celebrating diversity under the banner
of democracy [37]. Elements of peace from the socio-political
to harmony is set to accept differences among tribes and
territorial integrity [37], the security is maintained manually
meaning people go to police office to report problem.

Insurgency is done invisibly, its group and its place of
meeting. The central security might not figure this out but the
citizen who personally experience this suspected activity might
recognize their lair. CET security is a system where people can
bring security with them [9], in their handphone or computer.
Online report from individual recognizing suspicious
movement can report. They do not have to come to the police
officer which probably take two public tranportation rute or
trapped in terrafic jam. The importance of having self-centered
report create wider security. This is reflecting to what happens
in Indonesia the Bali Bombing and Kampung Melayu Jakarta
Bombing whose one of the terrorist is found in Malang
recognized by individual in society who choosed to report to
the police [23], [38]. Studies on terrorism reflect that the
activities of spreading their innate ideology, movement and
recruitment are designed unrecognizeable [2], [7], [31], [34],
[39].

Drug abuse as well as sexual abuse are done in
possible unrecognizable place where police cannot find them,
but their concerned neighbor or a person who recognized
sexual abuse in some quite street without the present of CCTV
can report. There is one security solution, which in this
research believe to be creating and maintaining security for
others. It is not rare to find any of physical abuse posted by a
person in the social media exposing not to do this or that [40]-
[42]. This is quite mind-bogging because the one who posted
those might intend just to get lots of like and comment. The
idea that it should be reported first than to post it is debatable.
Responding to this kind of behavior, it is important to have
media to connect people with security officers. Instead of
sharing their videos gaining likes or comments, it is better to
directly contact their claim through CET.
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Fig. 3. Content of Social Media Trends [43]

Content of social media above which posts are
majorly about entertainment is seen as common use of social
media especially following the updates of admired actors.
However, the up bringing of social media instead of connecting
people has been reported above the mass sharing of general
news. This postings reach the second place after entertainment,
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presenting the high rate of news interest and postings [43].
Crimes such as house breaking, home robbery, street robbery,
pick-pocketing or bag-snatching, and assault, since police do
not stand everywhere, individual report recognizing this have
media to send the report to the police before it goes fatal.
Houses owned by middle-low class society might find it hard
to employ guard to keep the house safe, and again security is
not only those who are privileged [31]. Everyone is responsible
towards their own security and act beyond giving sympathy is
all it takes to have secure environment.

Responding to the current crimes which are done very
often and threatened almost every day is described in the figure
4. This example is surveyed in South Africa from 2011 to 2016
because this region has been showing great number of crimes
attacking common people. The related crimes used in this
research is the sample of few crimes that attack everyone, it
does not mean to classify whether or not the examples are most
dangerous crimes instead of others but as it is referred, these
samples are the most feared in South Africa. Involving the
most common for what happen in the developing countries in
South Africa.
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Fig. 4. Crimes Most Common and Most Feared [44]

Fall by the year 2015/16 does not make house
breaking is less feared. It is further reported that the attainment
of safety cannot be accomplished until it drives every
individual to feel safe leaving their homes or walking alone in
the dark [44]. This is to show that the treatment of maintaining
physical security must be somehow revised. People do not have
to be physically injured first and then the claim fall after the
destruction. The online system is far faster in delivering the
report than the depressed victim must go to police office, or the
person seeing it (who might be too burdened to reach police
office or even the person seeing it post the crime in social
media.

The level of physical security from minimum to
maximum, high security locks to alarm system [45] are the
epitome of current defense. Alarm system put in the doors,
protected areas, or vital areas are helpful but insecurity can be
anywhere, the problem is this alarm is not anywhere. Then, the
security might be barely achieved [46]. Where crimes take
place also remained a question even some places have been
labelled as vital in accordance to many crimes happened there.
It is unexpected either the place or the time and it attacks
everyone. The need to have the fastest and inclusive connection
with security officers is vital, this is the idea of how CET
designs the security management.

V. CONCLUSION

The fact that physical insecurity remains the biggest fear
after the financial attack through cybercrime become the basis
of this research to describe security management system. Since
the problem remains it means that the new vision on tackling
down physical insecurity is vital. Developing countries such as
Philipines and South Africa experience the high rate of
physical security. The idea that physical security is possible to
be eliminated through online system in CET give the insight of
managing security system. The system in which security can be
brought everywhere and connect directly to the police officer.
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