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Abstract—An electrocardiogram (ECG) signal inherits 

private information about a particular patient. Therefore in the 

current online healthcare platform, a secure transmission and 

storage in the public repository is imperative. Furthermore, a 

limited power devices for recording and transmitting ECG signal 

requires low computation algorithm to anonymize the signal. To 

deal with this specific requirement, in this paper, we propose a 

fast Fourier transform (FFT) – based ECG anonymization 

approach to secure the transmission of the ECG signal. 

Performance evaluation over processing time showed that the 

proposed algorithm inherited lower processing time compared to 

the recently proposed wavelet packet-based algorithm. 

Additionally, processing time of the proposed framework 

remains the same for several variations of the secret key length. 

Therefore, the proposed framework offers flexibility for the 

application to choose the length of secret key in the ECG 

anonymization phase. 

Keywords—ecg signal, fast fourier transform, anonymization, 

security. 

I. INTRODUCTION 

Based on the latest data released by the World Health 
Organization (WHO) in 2014, deaths caused by 
cardiovascular disease in 2012 have reached 17.5 million, 
or 46% of the total number of non-communicable diseases 
deaths in the world and 37% of the total number of deaths in 
Indonesia [1]. Furthermore, in another WHO report states that 
in 2020, it is estimated that the coronary heart disease will be 
the major killer diseases in countries throughout Asia-Pacific 
[2]. With such a rising threat of cardiovascular disease 
(CVD), real-time and mobile ECG monitoring will be one of 
the most prominent applications in the future. 

ECG signal contains important health information of a 
patient. Therefore, ECG signal was found to be unique for each 
individual over a long period of time [3] [4]. Furthermore, 
ECG signal can act as a biometric identity to distinguish 
specific information that belongs to a particular person [5]. 
This feature brings direct consequence to ECG signal 
transmission from sensor nodes to health care providers via 
public networks that make it vulnerable to spoof attack. Hence, 
an Internet-based e-Health platform [6,7] that ignores 

protection of private health information is a threat to patients’ 
privacy. Unfortunately, none of the existing e-Health platforms 
implement any obfuscation or anonymization techniques to 
protect the transmission of the ECG signal. 

An unsecure ECG signal can be subjected to man in the 
middle attack where fraudsters can use the spoofed recorded 
ECG data to gain access to a secured service [8] [9]. A scenario 
where a man in the middle attack can be a real threat for health 
information transmission is presented in Fig. 1. The figure 
illustrates possible attack points that are including: (i) wireless 
link between sensor nodes that collects health information data 
from wireless body area networks (WBAN) and gateway, (ii) 
wire/wireless link between gateway and the edge router, (iii) 
wire/wireless link between the other side of the edge router and 
health care provider router, and (iv) repository in the data 
center/public server or health care provider. When a malicious 
actor launches a man in the middle attack and gains access to 
the system, for example stealing data from data center, it can 
sell the health information to the wrong person or organization. 
In order to minimize such security threat to a system, a health 
care provider needs to comply with certain widely accepted 
standards to protect medical records safely. For example, US 
Government passed the Health Insurance Portability and 
Accountability Act (HIPAA) in 1996 for protecting medical 
privacy users [10], the European Union adopted the Directive 
on Data Protection in 1995 [11], the Health Information 
Privacy Code passed by New Zealand Government in 1994 
which sets specific rules for agencies in the health sector to 
ensure protection of individual privacy [12], and the Personally 
Controlled Electronic Health Record (PCEHR) eHealth system 
launched by Australian Government in 2012 [13]. 

Several studies have been proposed to secure ECG signal 
by way of anonymization. For example in [8], a wavelet 
packet-based ECG anonymization method was proposed to 
decompose the ECG signal, replaced the coefficients of the low 
frequency node with zeros and reconstruct the ECG signal for 
anonymization. However, using this method the anonymized 
ECG signal did not fully conceal the fiducial features since the 
RR interval (related to heart rate variability, HRV) was present. 
Furthermore, the size of the anonymized signal was similar to 
the size of the original ECG signal. 
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Fig. 1. Possible attack points for unsecure ECG signals subjected to man in the 
middle attack. 

To increase the performance of the previous algorithm, 
subsequently a generalized wavelet packet method was 
proposed by the same author. The proposed algorithm was 
equipped with a reversible function and/or operation to conceal 
fiducial and non-fiducial features from normal and abnormal 
ECG signals. At the receiver end, only an authorized personnel 
who has a secret key and knows the reversible function will be 
able to reconstruct the original ECG from the anonymized 
ECG [14]. The paper showed that the reconstructed ECG was 
highly correlated with the original ECG, which achieved a 
lossless reconstruction of the ECG data and proved the 
robustness of the proposed method. It was also found from the 
performance analysis results that the proposed anonymization 
scheme provides high-security protection to ECG data and 
patient privacy. 

In this paper, a novel low processing time ECG 
anonymization method based on the fast Fourier transform 
(FFT) algorithm is proposed. In contrast to the previous 
method [14], the FFT based ECG anonymization technique 
aims to achieve a lower processing time security algorithm for 
obfuscating the ECG signal. Hence, major modifications of the 
existing algorithm had been done thoroughly, including: (i) 
replacement of wavelet packet algorithm (that transforms time 
domain into time-frequency domain) with FFT algorithm (that 
transforms time domain into frequency domain only), (ii) 
major modifications of anonymization method following FFT 
algorithm features, and (iii) modification of reversible function 
in eq. 6. 

II. A PROPOSED ECG SECURITY FRAMEWORK 

A. An ECG Anonymization approach 

The proposed ECG security system comprises of the 
following three main processes, i.e. ECG signal transformation, 
frequency domain component partition and ECG 
anonymization that involves several sub-processes. Fig 2. 
describes the ECG anonymization process and Algorithm 1 
depicts a pseudocode of the proposed method, while the step 
by step process of anonymizing the ECG signal sequence is 
elaborated as follows: 
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Fig. 2. The proposed ECG anonymization method 

Step 1. Firstly, transformation process is accomplished by 
applying Discrete Fourier Transform (DFT) to the ECG signal 
sequence  to produce frequency domain 
signal that is represented by , where  
is the length of the ECG signal sequence. The DFT of a finite-
length ECG sequence of length  is defined as 

          (1) 

On the other hand, the inverse DFT is given by 

                                

         (2) 

 

A FFT algorithm is employed to compute the Discrete 
Fourier Transform (DFT) of an input ECG sequence, . 
Compared to other methods in calculating the DFT, the FFT 
produces incredibly more efficient and substantially low 
computational load algorithm. Hence, the FFT is suitable for 
signal processing in low power devices such as those in sensor 
nodes. Furthermore, in the proposed method, the variable  is 
strictly confined to any positive power of two integer, for 
example 128, 256, 512, 1024, etc. There are two reasons for 
choosing this number for . Firstly, it is a natural way to keep 
the power of two signal length in the digital storage as in the 
sensor nodes. Secondly, it is a basic requirement for the FFT 
algorithm to calculate the DFT efficiently. By choosing the 
length of the ECG signal sequence as a power of two integer, 
we expect to achieve a fast, near real-time and efficient signal 
processing for the ECG signal. 

Step 2. The process of FFT transformation is then followed 
by frequency domain partitioning. It should be noted that the 
frequency domain partitioning is the most crucial phase in our 
proposed ECG anonymization framework, where in this phase 
the frequency domain signal,  is separated into two sub-
bands, i.e.,  and . The first segment,  signifies 
low frequency components of the transformed signal, while the 
second sub-band,  represents high frequency components 
as shown in Eq. 3. 
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where  is the expected secret key length and . 

The length of  in the proposed method consider the 
following assumptions: 

 The length of , i.e.  in Eq. 3 should be selected 

carefully to ensure that the ECG signal samples contain 
high frequency components up to 250Hz. This 
assumption will guarantee that all the important features 
extracted from the ECG signal such as QRS complex, P 
wave and T wave remain intact in the signal [24,25]. 

 The parameters  and  are suggested to follow 

relation in Eq. 4 as 

 

        .                                 (4) 

where  is modulus operation. Applying Eq. 4 in 

the algorithm will guarantee that  is always positive 

natural number multiplication of . The reason of this 

suggestion will be explained in Step 4. 

 Furthermore, selection of the  length should also 

consider algorithm efficiency in the reconstruction 
process of the ECG signal. Therefore, based on the 

similar reasons in Step 1, the length of  should be set 

to any positive power of two integer. 

Step 3. Exclude  from  in Eq. 3 to get an 
unencrypted and uncompressed key, , that contains the lowest 
frequency components of the ECG signal. The key is defined 
as 

,                                       (5) 

where  is the desired secret key length. Removing  from 
 leaves  that holds important information about the 

ECG signal. 

Step 4. Modify  component using a certain reversible 
function. In this work we multiply the  component and  
in order to maintain the low complexity characteristics of the 
algorithm. The modified  component can be written as 
follows 

.          (6) 

It should be noted that multiplication of  component 
and vector  is an element-wise multiplication, where 
vector  is defined according to the following: 

,                        (7) 

with . The parameter  is a constant 
value to prevent division by zero in the ECG reconstruction 
process, while the  is an absolute operator. Looking closely 

at Eq. 6, it should be clear that element-wise multiplication 
vector  by vector  requires both of them to have the 
same size, for example the vector  might need to be 
repeated until it reaches the same size as . Hence, 
applying Eq, (4) in Eq. (5) in Step 2 will ensure that vector 

 and  have same size. 

Step 5. Create the key security  and securely distributed 
the key to authorized healthcare providers. The key security 
can be accomplished by compressing and encrypting the key, 

, in Eq. 5 together with the  in Eq. 7 according to the 
following equation 

,             (8) 

where the operator  represents a compression operation and 
the operator  denotes an encryption operation. 

Nevertheless, the compression and encryption algorithms 
will not be discussed further in this paper. In order to maintain 
system low complexity feature, we suggest to employ 
industrial standard for efficient compression and encryption 
that are available in the market. For example, wireless 
transmission using Bluetooth Low energy (BLE) technology 
has integrated 128-bit AES encryption in the Bluetooth Core 
Specification version 4.0 and Wi-Fi Protected Access (WPA) 
security protocols that are currently used extensively for the 
Wireless LAN networks that based on the IEEE 802.11i 
standard. 

Step 6. Reconstruct the modified  utilizing the inverse 
FFT algorithm to obtain time domain representation, . 
The  is the anonymized ECG signal that encloses part of 
the original ECG signal. Upload the  to a secure public 
server, e.g., cloud server as a healthcare data repository. 

B. An ECG Reconstruction approach 

In order to retrieve the designated ECG signal, an 
authorized medical personnel in the healthcare provider 
requires to perform ECG reconstruction process based on the 

information which consists of the secure key, , and the 

anonymized ECG signal, . The proposed ECG 

reconstruction method is elaborated in the following steps and 
is illustrated in Algorithm 2. 

Step 1. Decrypt and decompress the secure key,  to obtain 

the vector  according to 

,             (9) 

where  represents the decryption and  denotes the 

decompression operation. The same as in the compression and 
encryption procedure, decryption and decompression 
operations are beyond the scope of this paper. 

Step 2. Transform the anonymized ECG signal,  

using FFT algorithm to acquire . 
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Step 3. Divide each element in the vector  with each 

element in the vector . Hence, we get  according to 

Eq. 10 as follows 

,         (10) 

and retrieve back the key,  using Eq. 11 as 

.        (11) 

Step 4. Merge the vector  in Eq. 11 into the vector 
 in Eq. 10 in order to get the un-anonymized ECG signal 

 as defined in Eq. 3. 

Step 5. Reconstruct  using inverse FFT algorithm to 
obtain the lossless ECG signal,  which will be presented to 
the medical personnel for further analysis. 

III. RESULTS AND DISCUSSIONS 

In this section, we will evaluate performance of the 
proposed framework for ECG anonymization by way of 
computer simulation. The experiment will emphasis on ECG 
signal processing evaluation in terms of processing time. There 
are two types of ECG signals that will be utilized in this 
examination which are comprised of normal ECG signals for 
healthy subjects and abnormal ECG signals from a patient who 
suffered arrhythmia. The ECG signals were retrieved from a 
publicly available PhysioNet repository. The normal ECG 
signals were taken from PTB [27] database and the abnormal 
signal was obtained from MIT-BIH database [18]. 

A. Performance evaluation over normal ECG signal 

A normal ECG signal for performance evaluation of the 
proposed framework was taken from PTB database (i.e., 
patient245, signal s0474), which encompasses 2 minutes 
duration was utilized for evaluation. According to [26] the 
normal ECG signal from PTB database was retrieved using 
sampling frequency, . 

Fig. 3 shows ECG anonymization processing time as a 

function of ECG signal length, . In order to provide efficient 

calculation of the proposed algorithm, a power of two integer 
ECG signal length was chosen for each simulation. In this 

simulation, ECG signal lengths, s were set to  

points up to  points signifying time duration 

between 4.096 seconds and 65.536 seconds. The processing 
time for each data point in Fig. 4 was run over 100 simulations. 

It is clearly seen from Fig. 3 that ECG anonymization 
processing time of the proposed framework, which was run for 
different values of secret key length outperforms the preceding 
wavelet packet-based algorithm. The proposed framework 
utilizing FFT algorithm is approximately 5 times faster than the 
wavelet packet based. For example, for ECG signal length 

 points, the proposed framework took 

approximately 6 milliseconds to anonymized the ECG signal. 
In contrast, the wavelet packet based algorithm spent longer 
processing time, which is approximately 33 milliseconds. 

Moreover, Fig. 3 shows that the processing time of the 
proposed framework remains the same for several variations of 
the secret key length. Based on this fact, it can be inferred that 
the proposed framework offers flexibility for the application to 
choose the length of secret key in the ECG anonymization 
process. In contrast, the previous wavelet packet-based 
approach can only provide the key size that was regulated by a 

factor of , where N  is the ECG signal length and  is the 

decomposition level. 

 

 

Fig. 3. Processing time of a normal ECG signal anonymization using the 
proposed algorithm for different key lengths compared to the wavelet packet 
anonymization technique. 

B. Performance evaluation over abnormal ECG signal 

An arrhythmia is an abnormal heart beat pattern, which is 
caused by problems in the heart’s electrical system. This 
abnormality is commonly classified into two basic patterns, 
i.e., slower electrical impulses than normal ECG signal called 
bradycardia and faster electrical impulses than normal ECG 
signal called tachycardia. Heart rate in bradycardia is less than 
60 beats per minute, while heart rate in tachycardia is more 
than 100 beats per minute [27, 28]. 

In this study, an abnormal ECG signal was taken from 
MIT-BIH arrhythmia database (i.e., signal 105m) with 
approximately 3 minutes signal duration. This abnormal ECG 
signal was retrieved using sampling frequency,  

and classified as a tachycardia syndrome. The s were set to 

 points up to  points signifying 

time duration between 11.37 seconds and 182 seconds used in 
the experiment to maintain efficient computation of the FFT 
and the inverse FFT algorithms. 

Fig. 3 depictss ECG anonymization processing time for 

abnormal ECG as a function of ECG signal length, . It can be 

seen that the FFT-based algorithm was able to anonymize the 
ECG signal at around 40 times faster than the wavelet packet 
based algorithm. For example, for ECG signal length 
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 points, the proposed FFT-based algorithm 

took approximately 1.2 milliseconds to anonymized the ECG 
signal. On the other hand, the wavelet packet based algorithm 
spent approximately 44 milliseconds to anonymize the signal. 
The figures shows similar behavior for variations of the secret 
key length. 

Based on the performance evaluation shown in Fig. 3 and 
Fig. 4, it can be concluded that the proposed FFT-based ECG 
security framework outperforms the existing method that 
employed the wavelet packet based algorithm. Low processing 
time can be considered as an important parameter to conserve 
energy in mobile and sensor node platforms. Therefore, an 
ECG anonymization algorithm that preserves low 
computational of the overall system is desired. 

 

Fig. 4. Processing time of an abnormal ECG signal anonymization using the 
proposed algorithm for different key lengths compared to the wavelet packet 

anonymization technique. 

IV. CONCLUSIONS 

In this work, a novel ECG anonymization model has been 
proposed and examined to address two major constraints in the 
online healthcare system, i.e., immediate need for securing 
ECG signal transmission and efficient method for overcoming 
physical limitation of sensor nodes. Performance evaluation 
over processing time showed that the proposed algorithm 
inherited lower processing time compared to the recently 
proposed wavelet packet-based algorithm. Additionally, 
processing time of the proposed framework remains the same 
for several variations of the secret key length. Therefore, the 

proposed framework offers flexibility for the application to 
choose the length of secret key in the ECG anonymization 
phase. 
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